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Diagram: Consent Use Cases 
 

uc Consent Use Cases

THSA Consent Use Cases
Status: Draft
Purpose: Facilitate Stakeholder Dialog

Name: Consent Use Cases
Author: ericheflin
Version: 1.0
Created: 1/13/2012 6:53:49 PM
Updated: 1/30/2012 5:12:42 PM
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Diagram: Consent Components  
 

cmp Consent Components

State Shared Serv ices

XCPD Responding 
Gateway 

(HLD/Rev oke)

XCA Responding 
Gateway

Local HIE A

Local HIE B

Local HIE n

XDS.b Registry

XDS.b Repository

Other serv ices 
omitted for brev ity

Direct Receiv er Web Browser 
Consent Application

Other Future 
Serv ices

XCPD Iniating 
Gateway

XCA Initiating 
Gateway

Direct Consent 
Document Sender

XDS.b Document 
Prov ider

Design supports Local HIE 
Autonomy.
1. Various Local HIE consent 
models are allowed.
2. Local HIEs can push/inquire 
using XDS.b, XCPD/XCA, Direct, 
or manually.
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Name: Consent Components
Author: ericheflin
Version: 1.0
Created: 1/30/2012 10:29:24 AM
Updated: 1/30/2012 3:42:35 PM

THSA Consent Component Model
Purpose: To Facilitate Discussion

THSA would supply a toolkit
1. Opt-out BPPC template
2. Revoke opt-out BPPC template
3. Implementation process
4. Technical profile for each service 
(XCPD, XDS.b, etc.)
5. XDM detailed spec
6. BPPC detailed spec
7. Metadata detailed spec
8. Sample Direct messages
9. Others upon request???

Course grained consent (opt-out, revoke 
opt-out) would be stored at the state level. 
Local HIEs can leverage that if they 
choose, or they may elect to have fine 
grained consent at the local level, and if 
so, Local HIEs administer consent process 
(workflow, repository, etc.) and must push a 
reliable notification to the state of the 
consent document location pointer.
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XDS.b Exchange

Direct/Manual Exchange

Manual Only Consent

Legend

One-way user sync via 
MFT or mutually 
agreeable method

Other push/pull 
interfaces (sFTP, 
https, MFT, etc.)?
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 Diagram: Consent Publish/Update/Revoke  
 

sd Consent Publish/Update/Rev oke
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THSA Consent Repository Consent Publishing 
Process - XDS.b Approach
Purpose: Facilitate Dialog With Stakeholders
Status: Draft

Name: Consent Publish/Update/Revoke
Author: ericheflin
Version: 1.0
Created: 1/13/2012 3:30:46 PM
Updated: 1/30/2012 5:12:45 PM

Expression is recorded 
in terms of a 
THSA-issued OID 
corresponding to a 
policy in THSA's 
stewardship database.

Expresses a consent
preference()

Sends updated
consent OID(s)
and IHE BPPC
Document

XDS.b Register
Transaction()

XDS.b Provide
Transaction()

Consent document XDS.b Register transaction()

Consent document XDS.b
Register transaction()

XDS.b Provide - Only state opt-out/revoke-opt-out BPPC
documents()
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 Diagram: Consent Retrieval  
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THSA Consent Retrieval Process - 
XCPD/XCA Scenario  
Purpose: Facilitate Stakeholder Dialog

Name: Consent Retrieval
Author: ericheflin
Version: 1.0
Created: 1/13/2012 6:48:34 PM
Updated: 1/30/2012 5:12:44 PM

Technical acknowledgement, 
alternate flows, and exceptions 
omitted for c larity.

All transactions secure, 
and are audit logged.

XCPD Gateway to 
support revoke and HDL 
options

Stores opt-out, and 
revoke-opt-out consent 
BPPC templated 
documents only.  No 
PHI is stored.

Also may return HDL list 
showing other Local 
HIE consent 
repositories. 

Request consent
documents list()

Repository query()
XCA/NwHIN
XCPD/PD()

PIX/PDQ()

Return list of 0 or more
matching patients()

Demographic
Confirmation()

Request l ist of consent
documents()

Returns a list of 0 or more consent
documents()

Selects 0 or more
documents for retrieval()

Retrieve 1 or more
documents()

 
 


