
Texas	
  Health	
  Services	
  Authority	
  
Privacy	
  and	
  Security	
  Task	
  Force	
  

	
  
	
  

November	
  2,	
  2011	
  
10:00	
  am	
  



MeeBng	
  Agenda	
  
1.	
  Welcome	
  and	
  Announcements	
  
	
  
2.	
  State	
  HIE	
  Update	
  
	
  
3.	
  Update	
  on	
  HISP	
  Agreement	
  

l  CerBficate	
  Authority	
  Services	
  
l  RegistraBon	
  Authority	
  Services	
  
l  SpecificaBons	
  and	
  Requirements	
  

	
  
4.	
  DraQ	
  Trust	
  Agreement	
  Update	
  and	
  Discussion	
  
	
  
5.	
  Future	
  MeeBng	
  Schedule	
  and	
  Agenda	
  Items	
  
	
  
6.	
  Other	
  Items?	
  
	
  
7.	
  Adjournment	
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State	
  HIE	
  Update	
  	
  
Local	
  HIE	
  Grant	
  Program	
  
Current	
  Status	
  

l  Quarterly	
  Progress	
  Reports	
  

l  Four	
  HIE	
  Business	
  and	
  OperaBonal	
  
Plans	
  Reviewed	
  in	
  October	
  2011	
  

l  Two	
  HIE	
  Business	
  and	
  OperaBonal	
  
Plans	
  Approved	
  in	
  September	
  2011	
  
o  Healthcare	
  Access	
  San	
  Antonio	
  
o  Integrated	
  Care	
  CollaboraBon	
  

Next	
  Steps	
  

l  AudiBng	
  Provider	
  Commitment	
  
Reports	
  Submi[ed	
  in	
  October	
  (40%	
  of	
  
hospitals	
  and	
  physicians	
  targeted)	
  

l  HIE	
  Business	
  and	
  OperaBonal	
  Plans	
  
o  4	
  due	
  in	
  November	
  
o  3	
  due	
  in	
  December	
  

l  All	
  HIEs	
  Moving	
  into	
  OperaBons	
  by	
  
January	
  2012	
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State	
  HIE	
  Update	
  
White	
  Space	
  Strategy	
  
Current	
  Status	
  
	
  
l  TentaBvely	
  Qualified	
  Six	
  (6)	
  

OrganizaBons	
  
o  GSI	
  Health;	
  
o  Harris	
  Healthcare	
  SoluBon;	
  
o  Inpriva;	
  
o  Sandlot;	
  
o  Secure	
  Exchange	
  SoluBons;	
  and	
  
o  Surescripts.	
  

l  Developing	
  HISP	
  Agreement	
  and	
  
Addressing	
  ImplementaBon	
  Policy	
  
QuesBons	
  

	
  

Next	
  Steps	
  
	
  
l  Launch	
  White	
  Space	
  Web	
  Page	
  and	
  

Provider	
  Voucher	
  Number	
  Request	
  
Process	
  

	
  
l  SoQ	
  CommunicaBons	
  Campaign	
  

through	
  THSA	
  and	
  State-­‐Level	
  
Professional	
  AssociaBons	
  to	
  Inform	
  
Providers	
  of	
  White	
  Space	
  Strategy	
  and	
  
Voucher/Payment	
  Process	
  

	
  
l  Timeline:	
  November	
  –	
  December	
  2011	
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Update	
  on	
  HISP	
  Agreement	
  
	
  
l  Policy	
  Issues	
  

l  Issuance	
  of	
  THSA	
  CP	
  based	
  on	
  Direct	
  CP	
  
l  HISP	
  to	
  issue	
  their	
  own	
  CP/S	
  that	
  supports	
  THSA	
  CP	
  

l  Technical	
  Issues	
  
l  CerBficate	
  Policy	
  Binding	
  
l  CerBficate	
  Authority	
  Services	
  
l  RegistraBon	
  Authority	
  Services	
  
l  SpecificaBons	
  and	
  Requirements	
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DraQ	
  Trust	
  Agreement	
  	
  
Update	
  and	
  Discussion	
  
	
  
l  Revised	
  based	
  on	
  	
  draQ	
  Restatement	
  1	
  of	
  Data	
  Use	
  and	
  Reciprocal	
  Support	
  
Agreement	
  (DURSA).	
  

l  Maintained	
  as	
  much	
  as	
  possible	
  from	
  DURSA,	
  to	
  facilitate	
  eventual	
  
connecBon	
  to	
  NwHIN	
  exchange	
  

l  Plan	
  to	
  release	
  for	
  public	
  comment	
  

l  December	
  9,	
  2011	
  THSA	
  Board	
  MeeBng	
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DraQ	
  Trust	
  Agreement	
  	
  
Update	
  and	
  Discussion	
  
	
  
l  Focus	
  of	
  Trust	
  Agreement	
  on	
  relaBonship	
  between	
  ParBcipants	
  

l  THSA	
  vendors	
  removed	
  as	
  ParBes	
  

l  THSA	
  included	
  as	
  a	
  Party	
  only	
  for	
  administraBve	
  and	
  enforcement	
  purposes	
  
l  Breach	
  NoBficaBon	
  
l  Dispute	
  ResoluBon	
  
l  Suspension	
  or	
  TerminaBon	
  of	
  ParBcipants	
  
l  Development	
  and	
  Amendment	
  of	
  OperaBng	
  Procedures	
  
l  Maintenance	
  of	
  Performance	
  and	
  Service	
  SpecificaBons	
  

l  THSA	
  to	
  receive	
  no	
  PHI	
  or	
  Proprietary	
  InformaBon	
  under	
  Trust	
  Agreement	
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DraQ	
  Trust	
  Agreement	
  	
  
Permi[ed	
  Purposes	
  
	
  
l  Treatment	
  of	
  the	
  individual	
  who	
  is	
  the	
  subject	
  of	
  the	
  Message;	
  

l  Payment	
  acBviBes	
  of	
  the	
  Health	
  Care	
  Provider	
  for	
  the	
  individual	
  who	
  is	
  the	
  
subject	
  of	
  the	
  Message.	
  

l  Certain	
  Health	
  Care	
  OperaBons	
  

l  Public	
  health	
  acBviBes	
  and	
  reporBng	
  as	
  permi[ed	
  by	
  Applicable	
  Law	
  

l  To	
  demonstrate	
  meaningful	
  use	
  of	
  cerBfied	
  electronic	
  health	
  record	
  
technology	
  	
  

l  Uses	
  and	
  disclosures	
  pursuant	
  to	
  an	
  AuthorizaBon	
  provided	
  by	
  the	
  individual	
  
as	
  described	
  HIPAA	
  RegulaBons	
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DraQ	
  Trust	
  Agreement	
  	
  
But...	
  
l  HB	
  300	
  requires	
  a	
  separate	
  authorizaBon	
  for	
  electronic	
  disclosure	
  from	
  a	
  
covered	
  enBty	
  to	
  another	
  covered	
  enBty	
  for	
  anything	
  but	
  TPO,	
  HMO	
  or	
  
certain	
  insurance	
  purposes,	
  or	
  as	
  otherwise	
  authorized	
  or	
  required	
  by	
  
law	
  

l  HB	
  300	
  prohibits	
  the	
  sale	
  of	
  PHI	
  

l  State	
  and	
  Federal	
  Law	
  provide	
  addiBonal	
  restricBons	
  with	
  respect	
  to	
  
certain	
  types	
  of	
  sensiBve	
  PHI	
  

l  Minimum	
  necessary	
  sBll	
  applies	
  where	
  applicable	
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DraQ	
  Trust	
  Agreement	
  	
  
TransacBon	
  Pa[erns	
  
l  A	
  	
  type	
  	
  of	
  	
  informaBon	
  	
  exchange	
  	
  service(s)	
  enabled	
  	
  by	
  the	
  	
  
SpecificaBons	
  

l  OperaBng	
  Policies	
  and	
  Procedures	
  to	
  idenBfy	
  the	
  TransacBon	
  Pa[ern(s)	
  
and	
  the	
  SpecificaBons	
  required	
  to	
  implement	
  each	
  TransacBon	
  Pa[ern	
  

l  TransacBon	
  Pa[erns	
  may	
  be	
  amended	
  through	
  amendment	
  of	
  the	
  
SpecificaBons	
  and	
  the	
  OperaBng	
  Policies	
  and	
  Procedures	
  

l  Only	
  have	
  to	
  comply	
  with	
  i)	
  the	
  SpecificaBons	
  for	
  the	
  specific	
  TransacBon	
  
Pa[ern	
  uBlized	
  and	
  ii)	
  the	
  SpecificaBons	
  applicable	
  to	
  all	
  TransacBon	
  
Pa[erns	
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DraQ	
  Trust	
  Agreement	
  	
  
Access	
  and	
  Security	
  
l  System	
  Access	
  Policies	
  

l  Autonomy	
  Principle	
  
l  IdenBficaBon	
  
l  AuthenBcaBon	
  

l  Enterprise	
  Security	
  
l  No	
  malicious	
  soQware	
  
l  Ability	
  to	
  audit	
  system	
  
l  Minimum	
  requirement	
  to	
  exchange	
  for	
  treatment	
  purposes	
  
l  Statewide	
  CollaboraBve	
  Policy	
  Development	
  Process	
  to	
  be	
  used	
  to	
  develop	
  and	
  
update	
  requirements	
  outside	
  of	
  HIPAA/HITECH	
  and	
  Applicable	
  Law	
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DraQ	
  Trust	
  Agreement	
  	
  
AddiBonal	
  Provisions	
  

l  Breach	
  NoBficaBon	
  –	
  1	
  hour	
  noBficaBon	
  of	
  potenBal	
  breach;	
  24	
  hours	
  for	
  
providing	
  specific	
  details	
  regarding	
  breach	
  

l  Agreements	
  with	
  ParBcipant	
  Users	
  
l  THSA	
  intends	
  to	
  provide	
  Best	
  PracBces	
  recommendaBons	
  for	
  privacy	
  and	
  
security	
  policies	
  to	
  use	
  in	
  agreements	
  with	
  ParBcipant	
  users	
  

l  Agreements	
  with	
  Technology	
  Partners	
  
l  RepresentaBon	
  of	
  Data	
  Accuracy	
  
l  Submi[er’s	
  warranty	
  of	
  Authority	
  to	
  Transmit	
  Data	
  
l  Disclaimers	
  for	
  Incomplete	
  Medical	
  Records	
  
l  Disclaimer	
  regarding	
  subsBtuBon	
  for	
  PaBent	
  Care	
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DraQ	
  Trust	
  Agreement	
  	
  
AddiBonal	
  Provisions	
  
l  WarranBes	
  

l  Other	
  than	
  as	
  specifically	
  provided	
  regarding	
  Message	
  Accuracy,	
  all	
  Message	
  
Content	
  provided	
  “AS	
  IS”	
  

l  Disclaimer	
  by	
  ParBcipants	
  regarding	
  errors	
  in	
  transmission	
  and	
  loss	
  of	
  service	
  caused	
  
by	
  third	
  parBes	
  such	
  as	
  telecommunicaBons	
  carriers	
  

l  Disclaimer	
  by	
  THSA	
  regarding	
  SpecificaBons	
  and	
  OperaBng	
  Procedures	
  

l  Liability	
  
l  Each	
  ParBcipant	
  responsible	
  for	
  its	
  own	
  acBons	
  
l  LimitaBon	
  of	
  Liability	
  for	
  THSA	
  

l  Include	
  IndemnificaBon?	
  

l  Dispute	
  ResoluBon	
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Next	
  Steps/Other	
  Items?	
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Future	
  MeeBng	
  Schedule	
  
(tentaBve;	
  changes	
  or	
  addiBons	
  as	
  needed)	
  
_____________________________________	
  

	
  

o 	
  	
  Wednesday,	
  November	
  30	
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Steve	
  Roddy,	
  Assoc.	
  Director,	
  Policy	
  &	
  Planning	
  
Jocelyn	
  Dabeau,	
  General	
  Counsel	
  

Eric	
  Heflin,	
  Chief	
  Technology	
  Officer	
  
Texas	
  Health	
  Services	
  Authority	
  

(512)	
  814-­‐0321	
  
www.thsa.org	
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